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Management Summary 
 

This document presents the results of the Product Security and Telecommunications Infrastructure Act 

2022 (referred to as PSTI Act, or Act) compliance assessment of the Watch phone W2432AO product 

produced by IMOO INTERNATIONAL PTE. LTD(referred to as IMOO). The assessment was conducted 

in accordance with the UK PSTI (Security Requirements for Relevant Connectable Products) 

Regulations 2023 (Regulations). The conditions for deemed compliance with security requirements 

were considered (SCHEDULE 2).  

 

The Watch phone W2432AO is a smartwatch designed for children to facilitate communication with their 

parents. The product has six external physical interfaces. The has a Wi-Fi interface, a Bluetooth 

interface, and a cellular network interface, supporting BLE communication and TLS secure 

communication. 

 

The assessment was based on customer-provided documentation (both public and proprietary), a 

product sample Watch phone W2432AO  for functional testing, and direct communications. It was found 

that the Watch phone W2432AO  product complies with all the relevant requirements of the regulations. 

This includes security requirements for: 

• Passwords (ETSI EN 303 645 Provisions 5.1-1 and 5.1-2) 

• Information on how to report security issues (Provision 5.2-1) 

• Information on minimum security update periods (Provision 5.3-13) 

 

Overall, the Watch phone W2432AO product complies with the UK PSTI Regulations 2023. 
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1 Product Description 

1.1 Characteristics 

The product that UL tested is described in Table 1 and can be seen depicted in Figure 1. 

 Component Designation 

Name of Laboratory UL Verification Service (Guangzhou) Co., Ltd 

Address of Laboratory Building A1, 5F 
Nansha Science and Technology Innovation Center, No.25 
South Huanshi Avenue, Nansha district 
Guangzhou / Guangdong, 511458 

Location of Testing Same as the Address of the Laboratory 

Name of Applicant IMOO INTERNATIONAL PTE. LTD 

Address of Applicant Room 1102, Building 1, No. 28, Dongmen Middle Road, Chang'an 

Town, Dongguan City, Guangdong Province，523850， China 

 

Contact of Applicant  timothy@imoo.com 

Product Designation Watch phone Model W2432AO 

Hardware Version GLI32-M-0 
 

Software Version 1.1.0 

Date of Testing 2025.8.20-2025.8.25 

Test Methodology PSTI Regulations 2023; ETSI EN 303 645 V2.1.1 (2020-06) 
 

Test Equipment Used 
 

DELL P135G, TP-Link Router AX5400 

Table 1 – Project Characteristics 
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1.2 Product Image 

The Target of Evaluation (TOE) can be seen depicted in Figure 1 

 
Figure 1 TOE 

1.3 Scope 

This report presents an evaluation of the security compliance of IMOO INTERNATIONAL PTE. 

LTD  product with the PSTI Act, which mandates minimum cybersecurity capabilities for “internet-

connectable products” (as defined by the Act). The scope of this report includes IMOO 

INTERNATIONAL PTE. LTD Watch phone W2432AO, as described above. As per Schedule 2 of 

the Regulations, additional expectations beyond the EN 303 645 Provisions are assessed. A high-

level architecture of the IoT Ecosystem can be seen depicted in Figure 2. 

 
Figure 2 IoT ecosystem 

1.4 Intended audience 

This document is written for IMOO INTERNATIONAL PTE. LTD’s technical, software development, and 

business teams. 
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1.5 Samples 

The samples provided by IMOO INTERNATIONAL PTE. LTD can be seen depicted in Table 2. 

No. Type Serial Number Remarks 

1 W2432AO 6032G530005AE 
Hardware Version: GLI32-M-0 
Software Version: 1.1.0 

Table 2 – Product Details 
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2 UK PSTI – Testing Process 
 

2.1 Security Provisions  

Using the testing approach described in ETSI EN 303 645 standard and supporting guidance, the 

Provisions referenced in the Regulations are considered Mandatory and In-Scope. The security 

regulations used for the evaluation against the UK PSTI compliance assessment can be seen listed in 

Table 3.  

NOTE: The Act and Regulations define additional requirements beyond the wording from EN 303 

645:2020. All additional requirements are noted in the summary of findings and are also mandatory for 

passing a regulation. 

Regulation Title Provision M 

1 Passwords 

5.1-1 
X 

5.1-2 
X 

2 Information on how to report security issues 5.2-1 
X 

3 Information on minimum security update periods 5.3-13 
X 

Table 3 – ETSI EN 303 645 provisions for Regulations of PSTI 
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3 Security Assessment Summary 
UL Solutions lab engineers and appropriate staff reviewed the information provided by the vendor. If the 

Result column shows Pass, the device is considered to be compliant with such Regulation. The details 

for each requirement are itemized in Section 3.2. 

3.1 Summary of results 

The summary of results is presented in Table 4. 

 

Regulation Title Provision # Result 

1 Passwords 

5.1-1 Pass 

5.1-2 N/A 

2 Information on how to report security issues 5.2-1 Pass 

3 Information on minimum security update periods 5.3-13 Pass 

Table 4 - Security Assessment Summary for Mandatory Items.  
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3.2 Security Assessment Results Breakdown 

Each specific regulation is listed in this section, along with a summary of findings.  

3.2.1 1.1 Passwords (Provision 5.1-1) 

Security 

Capability 

Description 

Passwords in scope, used in any state other than the factory default, must be unique 

per product or defined by the user of the product. 

 

Summary of 

Findings 

1. Lock Screen password 

The evaluator tested and confirmed that the product could be set with a lock screen 

password. The evaluator confirmed that this password was defined by the user when setting 

the lock screen password for the first time, as shown in Figure 3. 

2. Wi-Fi password 

The evaluator tested and confirmed that the product could connect to the external access 

point (AP). When connecting to a Wi-Fi network that required password authentication, a 

password input box showed up as shown in Figure 4. The evaluator confirmed that the Wi-Fi 

password wasn’t defined on the product itself, but rather on the external Wi-Fi AP. 

The evaluator also confirmed that there was no open port, as shown in Figure 5. 

3. BLE pairing code 

The evaluator tested and confirmed that when the external device attempted to connect to 

the product via Bluetooth, PIN code authentication was required, as shown in Figure 7. This 

code was generated randomly and was different each time the connection was made. 

4. System Local Port 

The evaluator tested and confirmed that when the product was connected to the PC via the 

special wire for charging, access to the local system could not be accessed, as shown in 

Figure 8. 

RESULT Pass Detailed Results Reference Appendix A.1 

3.2.2 1.2 Passwords (Provision 5.1-2) 

Security 

Capability 

Description 

Where pre-installed unique per device passwords are used, these shall be generated 

with a mechanism that reduces the risk of automated attacks against a class or type of 

device. 

Password generation mechanisms which fail: 

a) based on incremental counters; 

b) based on or derived from publicly available information; 

c) based on or derived from unique product identifiers, such as serial numbers, 

unless this is done using an encryption method, or keyed hashing algorithm, 

that is accepted as part of good industry practice; 

d)  otherwise guessable in a manner unacceptable as part of good industry 

practice. 

Summary of 

Findings 
Testing confirmed that there was no pre-installed password. 

RESULT N/A Detailed Results Reference N/A 
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3.2.3 2 Information on how to report security issues (Provision 5.2-1) 

Security 

Capability 

Description 

The manufacturer shall make a vulnerability disclosure policy publicly available. This 

policy shall include, at a minimum: 

• contact information for the reporting of issues; and 

• information on timelines for: 

1) initial acknowledgement of receipt; and 

2) status updates until the resolution of the reported issues. 

 

Additional mandates: the information must be accessible, clear and transparent 

(a) without prior request for such information being made; 

(b) in English; 

(c) free of charge; and 

(d) without requesting the provision of a person’s personal information. 

 

NOTE: This regulation applies to hardware, software installed on the device or 

required to be installed, software used for remote access (eg. Phone apps) and cloud 

service software used for or in connection with the product. 

Summary of 

Findings 

Testing verified the following URL meets all elements of this requirement: 

The evaluator checked the “SECURITY MEASURES” item on the URL 

https://uk.imoostore.com/pages/psti-statement-of-compliance. The contact information was 

shown in Figure 9, which also implied that the manufacturer didn’t need the personal 

information of the reporter. The manufacturer stated that they acknowledged any vulnerability 

reports or concerns within 7 calendar days. When applicable, they shared vulnerability 

reports and updates with affected parties within 7 to 14 days, with weekly updates until the 

issues are resolved. 

RESULT Pass Detailed Results Reference Appendix A.2 

3.2.4 3 Information on minimum security update periods (Provision 5.3-13) 

Security 

Capability 

Description 

The manufacturer shall publish, in an accessible way that is clear and transparent to 

the user, the “defined support period”. 

 

Additional mandates: the information must be accessible, clear and transparent 

(a) without prior request for such information being made; 

(b) in English; 

(c) free of charge; 

(d) without requesting the provision of a person’s personal information; and 

(e)in such a way that is understandable by a reader without prior technical knowledge. 

 

NOTE: This regulation applies to hardware, software installed on the device or 

required to be installed, software used for remote access (eg. Phone apps) and cloud 

service software used for or in connection with the product. 

Summary of 

Findings 

Testing verified the following URL meets all elements of this requirement: 

The evaluator checked the file “Product Security Update Period.pdf” and found the end date 

of the support period of this product was September 1st, 2027. The manufacturer stated that 

they would update the update period information of the model X10 on the URL 

https://les.mitsubishielectric.co.uk/psti-statement-of-compliance later, as shown in Figure 10. 

The evaluator confirmed that this implementation was feasible. 

RESULT Pass Detailed Results Reference Appendix A.3 

 

https://uk.imoostore.com/pages/psti-statement-of-compliance
https://les.mitsubishielectric.co.uk/psti-statement-of-compliance
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[1] Product Security Update Period.pdf 08-2025 
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A.1 Non-factory Password 
1. Lock screen password 

 

 
Figure 3 Lock Screen Password Setting Process 

2. Wi-Fi password 

 
Figure 4 Wi-Fi Password Input Box 



UK PSTI Compliance Assessment              
 

 

 

Status: Final 15/18 Version: 1.0  

 

The evaluator used Nmap to scan the open ports on the product, found that there was no open TCP 

port. The UDP port scan has been running for over 48 hours. From the UDP port scan performance, the 

evaluator believed that there was no open UDP port. 

 

 

 
Figure 5 Nmap Scan 

3. Bluetooth pairing code 

When the evaluator tried to connect to the product via Bluetooth using the PC, in the pairing process, 

the PIN code was required.  
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Figure 6 Bluetooth Connection Via Computer 

 

 
Figure 7 Pairing With PIN Code 

4. USB-A Port 

When the evaluator tried to access the local system of the product, and found that no port was 

recognized. 

 
Figure 8 Can Not Access The Local System 
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A.2 Vulnerability Disclosure Policy 

 
 

Figure 9 Timeline 
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A.3 Support Period 

 

 
Figure 10 Support Period 


